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METOOUYECKUE PEKOMEHOALUWU
O PASMELWWEHUUN HA UH®OPMALIMOHHbIX CTEHOAX, O®PULMNATIBbHbIX
WHTEPHET-CAUTAX U APYTUX UHOOPMALIMOHHBLIX PECYPCAX
OBLEOBPA30BATEIbHbIX OPFTAHU3ALUA U OPITAHOB,
OCYLWLECTBNAKLWNX
YMNPABJIEHUE B COEPE O6GPA3OBAHUA, UHO®OPMALIMX O BE3OIMACHOM
NOBEAEHWUMX U UCTTOJNTb3OBAHUU CETU "MHTEPHET"
Jkcneptamu M uYneHamu BpemeHHon komuccun Coeta Pepepauuu no pasBUTUIO
nHopmaunoHHoro obuiecTsa B pamkax BbINONIHEHUS pekoMeHAauuni naprameHTCKux
cnywanuin "AkTyanbHble Bonpochbl obecneveHusi 6e30nacHOCTM M pasBUTUS OeTen B
MHopMaLMOHHOM NpocTpaHcTBe", koTopble npownn B Cosete Pepepaumm 17 anpens
2017 r., 6binn paspaboTaHbl MeToAMYEecKMEe peKkoMeHZauunm O pasMelleHun Ha
WHPOPMAUMOHHBIX  CTeHAax,  oduumanbHbIX  MHTEPHeT-cauTax WU Apyrux
MHOPMaAUMOHHBIX pecypcax obuweobpa3oBaTenbHbiX OpraHu3auMi W OpraHos,
OCYLLECTBNAKLNX yrpaBneHne B cgepe obpasoBaHus, uHpopmauum o 6esonacHom
noBedeHMn K1 ucnonb3oBaHum cetn  "WIHTepHeT" (manee - metoauyeckue
pekomeHaauum).
MeTtoouyeckne pekoMeHZauuu HanpasfeHbl Ha KayYeCTBEHHOE MOBbILEHWE YPOBHSA
MHOpMaUNOHHOM AesTenbHoCTU obuleobpasoBaTtenbHbliX OpraHuM3auuMi U OpraHos,
OCYLLECTBNALWNX yrnpaBneHve B ciepe obpa3oBaHusi, B 4acTu WMHPOPMUPOBAHUS
yyalmxcs, Ux pogutenen (3akoHHbIX NpeacTaBuTenen) u negarornyecknx paboTHUKOB
06 OCHOBHbIX acrnekrtax MHopmMmaLMoHHON 6e30nacHOCTH.
MeTtoanyeckne pekoMmeHgauum nos3sonsaT obujeobpasoBaTtenbHbIM - OpraHM3auusMm u
opraHam, OCyLeCTBMSAKLWNUM ynpasneHne B ciepe obpasoBaHusA, akTyanvamposaTb
yXKe WUCnonb3yemble ” pasMelleHHble WHPOPMALMOHHbIE MaTepuanbl, Tak U
NOArOTOBUTbL UX B Crly4ae MX OTCYTCTBUSA C y4ETOM Ny4LUMX NPaKTUK U pekoMeHaauum.
B pamkax metogumyecknx pekomergalmm paccmaTpmBaroTcs cneayowme UHCTPYMEHTbI:
1. MHOPMALMOHHbIE CTEHADI;
2. ohmumnanbHble UHTEPHET-pecypChbl;
3. cpeacTBa MaccoBOW MHpopmauum (LIKOSMbHbIE ra3eTbl, negarorudeckne U3gaHus m
Apyrue).
UHcopmMaumnoHHbIe cTeHAbI
Ha wvHdopmaumoHHbIX  cTeHgax B obuweobpasoBartenbHbiX — OpraHusauusx,
pacnonoXeHHbIX B pone ydypexaeHuin n B kabuHeTax, OCHALLEHHbIX NepCcoHanbHbIMU
ycTpoucteamu Ana  Bbixoga B ceTb  "MIHTepHeT", pekomeHOyeTcs pasMecTUTb



MH(OPMAUMNOHHBIE MaMATKWM, coAepaliMe OCHOBHble COBETbl MO obecnevyeHunto
MHopMaUnoHHOM 6e30NacHOCTU yYaLUXCS.

B npunoxennn N 1 kK METOAMYECKMM pekOoMeHZauusiM npeacTtaBreH obpasel namaTky
ONs pasmMeLleHns Ha MHOPMALIMOHHbIX CTEHAAX.

CpeacrBa maccoBon nHcopmaumm
B cpegctBax maccoBor uHOpMaUuW, OPUEHTUPOBaHHbIX HA oOby4alowmxcs,
pekomeHayeTcs B TedeHue yyebHoro roga perynspHo nybnukoeate MHOPMaLNOHHBIE
maTepuanbl, NOCBALEHHbIE OTAENbHLIM acnektam MHgopmMaumoHHon 6e3onacHocTy, a
TaKKe pasnuyHblie NnamaTkn obLero xapakrepa.

B cpegctBax maccoBoit UMHMOPMaUMKM, OPUEHTUPOBAHHLIX Ha MNEeAarormyeckyto
0OLEeCTBEHHOCTb, pPEeKOMEeHAyeTCcss B TEeYeHUMEe KaneHgapHoro roga perynspHo
nybnukoBatb WHMOPMAUNOHHBIE MaTepuarnbl, MOCBSALEHHbIE OTAENbHbIM acnekTam
MH(OPMaLMOHHON 6esonacHocTn Kak HEeCOBEPLUEHHONETHMX, Tak n
obuweobpasoBaTenbHblX OpraHu3aunin, a Takke pasnuyHble namaTtky, o0630pbl
HOPMaTUBHO-NPABOBOIO PErynMpoBaHns AaHHOW chepbl M MHGOPMALMIO O aKTyarnbHbIX
MEeponpUATUSX N coBbITUSAX B AaHHOWM cdepe.

B xope nposegeHusi EguHoro ypoka no 6GesonacHoct™m B cetn  "WHTepHet"
pekomeHayeTcss obecneynTb BbIMYCK TeMaTU4eCKoro BbiNycka CpeacTBa MacCoOBOW
nHdopmauum nubo cepum nybnukaumin, cpean KOTopblX pacCMOTPETb OPraHN30BaHHbIE
MeponpusaTus ans obyyawwmxcs, ux poauTenen (3akoHHbIX npeacTaBuTenein) u
negarornyeckon obLLEeCTBEHHOCTMW.

OdmumansHble UHTepHeT-pecypcebl
O6uweobpa3oBartenbHbiM - OpraHn3aLmMaM pPekoMeHAYyeTCa Ha CBOMX oduumanbHbIX
MHTepHeT-pecypcax  obecneuntb  (PYHKUMOHMPOBAHWE  CaMOCTOSTENBHOIO W
cneuvanusaupoBaHHoro pasgena "WHdopmaumoHHas 6esonacHocTb”, B pamkax
KOTOPOro NpefycMoTpeTb pasMeLleHve creayowen nHdopmaunm:

dPopmMmarT
[npepcTasneH|
Paspen/noppasne usa
(N| n MaTepuanos Copep>xaHue MaTepuanos
PaameluaroTcs Konun JOKYMEHTOB, T.e.
CKaHWPOBaHHbIN BapuaHT [JOKYMEHTa,
COOTBETCTBYOLLMI TpeboBaHUAM K
napameTpam CKaHMpoBaHUS.
[lokanbHbIe PazmeLLarTcs 4OKYMEHTHI,
HOpMaTVBHbIE aKTbl B pernameHTUpyoLLne opraHusarmio u
cchepe obecneyeHus paboTy C nepcoHanbHbIMU AaHHbIMMU,
MH(POPMaLIMOHHOWN Konun nnaHbl MeponpuaTuin no obecneyeHuro
HGesonacHocTm NOKYMEHTOB B MH(hOopMmaunoHHOWU 6e3onacHoCcTH
1.jo6yqaroLmxcs chopmate *PDF obyvatowmxcs u gpyrue.
[Ty6nukyroTCcsa akTyanbHble CBEAEHUS 0
(heaepanbHbIX U permoHanbHbIX 3aKoHax,
MMCbMax OpraHoB BacTtu v gpyrue
HOpPMaTUBHO-MNPaBOBbIE JOKYMEHTbI,
pernameHTupytomne obecneveHune
HopmaunoHHon 6e3zonacHoCTH
HecoBepLUeHHoneTHux. [lonyckaerca
BMECTO KOMuK pasmMeLlaTb rmnepcehbinku
Konun Ha COOTBETCTBYOLUNE AOKYMEHTbI Ha
HopmaTtusHoe NOKYMEHTOB B [canTax OpraHoB rocyaapCTBEHHOM
2.perynupoBaHune (bopmaTte *PDF Bnactu.
3.[lMeqgarornyeckum TekcT Ha PasmeulatoTca metoauyeckue




pekoMeHaauum v ykasbiBaeTcst
HDOpPMaLUUsa 0 MEPONPUATUSX, NPOEKTax
CTpaHuLe cainta y nporpaMmmax, HarnpasreHHbIX Ha

Konun NoBbILLeHne MHOpPMaLMOHHON
NOKYMEHTOB B [[PaMOTHOCTU Neaarornyecknx
aboTHMKam bopmate *PDF jpaboTHUKOB.

PasmvewaeTtcs nHopmaumoHHas
namaTka (npunoxexHune N 2) n
yKasbiBaeTca nHpopmauus o
MeponpuaTUAX, NpoekTax 1 nporpammMax,
HanpaBneHHbIX Ha MNoBbILLEHNE

TekcT Ha MHPOPMaLUWMOHHOW rPamMOTHOCTH
4. JO6yyaowmmes CTpaHuue canTa pbyyarLmnxcs.
Poautensam (3akoOHHbIM
NpeacraBuTensMm) TekcT Ha PasmvewaeTtcs nHopmaymoHHas
5. obyvaroLmxcs CTpaHuue canTta jnamatka (npunoxedune N 3).
PasmellaeTcs nHdopmaumnsa o
pekoMeHayeMbiX K MCMOMb30BaHUIO B
[leTckue BesonacHble [TekcT Ha y4ebHOM npouecce 6e3onacHbix canTax,
G [canTbl CTpaHuLe canTta fpaHHepbl 6e30nacHbIX 4ETCKUX CanTOoB.

OpraHam, ocyLecTBNAKLWMM yrnpasneHne B cepe obpasoBaHus, pekoMeHayeTcs Ha
ceomx  oduumanbHbix  WUHTepHeT-pecypcax  obecneunTtb  YHKLMOHUPOBaHWE
CaMOCTOATENbHOIo 7 cneunanM3npoBaHHOro pasgena "MiHcbopmaunoHHasi
fesonacHoCcTb", B paMmkKax KOTOpPOro npegycMOTPeTb pasmelleHue cregyowen
MHOpMaLnuK:

MpunoxeHue N 1

NMAMATKA
ana oyYAKLWMXCA OB UH®OPMALIMOHHOW BE3ONACHOCTU OETEN

HEJb3A
1. Bcem noapsig coobuiatb CBOK YacTHyK MHGOpMauuio (HacTosilme ums, damunumio,
TenedgoH, agpec, HOMep LUKOSbI, a Takke (oTorpacum CBOU, CBOEM CEMbU U ApY3eWt);
2. OTKpbIBaTb BMOXEHHbIE (hainbl 3NEeKTPOHHOM NOYTHI, KOraa He 3Haellb OTnpaBuUTens;
3. lpybutb, npuaumpatbCcs, OKasbiBaTb [AaBrneHue - BecTu cebs HeBexnMBo W
arpeccuBHo;
4. He pacnopspkancsi aeHbramum TBoen cembu 6e3 paspelleHuss cTaplumx - Bceraa
cnpaiwmBan poagutenemn;
5. He BcTpeyancs ¢ WHTepHeT-3HaKOMbIMW B peasribHOW XU3HW - MOCOBETYWCH CO
B3POCIbIM, KOTOPOMY AOBepseLlb.
OCTOPOXHO
1. He Bce nuwyT npaeay. Yutaewsb o cebe Henpaeay B MIHTepHeTe - coobm o6 atom
CBOMM POAMTENAM UMK ONeKyHam;
2. MpuvrnawatoT nepenuceiBaTbCs, Urpatb, 0OMeHNBaTLCS - NPOBEPL, HET NN NOABOXA;
3. He3akoHHOEe konupoBaHue hainnos B VIHTEpHETE - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocbiM 0 npobnemax B CeTu - OHW Bcerga nomoryT;
5. Wcnonb3yi HacTponkn 6e30macHOCTM M MpUBaTHOCTW, 4YTOObI HE MOTEpPATH CBOM
aKKayHTbl B COLICETSX U ApYrux nopranax.
MOXXHO
1. YBaxawn gpyrux nonb3oBarenem;
2. Monb3ayewbca MHTepHET-UCTOYHUKOM - [ierian CChISKY Ha Hero;
3. OTKpbIBal TONbKO T€ CCbINKK, B KOTOPLIX YBEPEH;
4. ObwaTtbcsa 3a NOMOLBLIO B3POCIbIM - POAUTENU, ONEKYHbl U aAMUHUCTPaLMA CanToB
BCerga NoMoryT;



5. lponan obyyeHne Ha cante "CeteBuyok" w nony4yn nacnopt uUUPOBOro
rpaxaaHuHa!

MpunoxeHue N 2

WH®OPMALIMOHHAA MAMATKA
AnAa ObYHAKLWUXCA OnA PASMELLEHUA
HA O®PULUUNATIbHBIX UHTEPHET-PECYPCAX

C KaxablM rogoM MOMOAEXN B UHTEPHETE CTAHOBUTLCA BOoMbLUe, a LWKOMbHUKU OOHWU U3
cambIX aKTUBHbIX nonb3oBartenen PyHeta. Mexay Tem, NOMUMO OrpOMHOIO KOnmyecTea
BO3MOXHOCTEN, MHTEpPHET HeceT W npobnembl. JTa namaTka AOfMKHa nomoyb Tebe
6e3onacHoO HaxoAUTLCH B CETW.
KomnbloTepHble BUpYCbl
KoMnbloTepHbIn BUPYC - 3TO Pa3HOBUAHOCTbL KOMMbLIOTEPHbIX NPOrpamMMm, OTIIMYUTENBHON
OCODEHHOCTbIO KOTOPOW SABMSETCS CNOCOBHOCTbL K pasmMHOXeHuo. B gononHeHue K
3TOMYy, BUPYCbl MOTYT MOBPEeauTb UNU MOMHOCTLIO YHUYTOXUTL BCe (Dannbl U AaHHble,
NOAKOHTPOSbHbIE MONb30BaTEN, OT MMEHW KOTOpOoro Obina 3anylleHa 3apaXeHHas
nporpaMmma, a Takke NoBpeauTb WU AaXe YHUYTOXWUTb OnepauuoHHYK CUCTEMY CO
BCeMyu havinamu B uenomM. B BonblUMHCTBE cny4yaeB pacnpoCcTpaHaTCs BUPYChl Yepes
WUHTEpPHET.
MeToab! 3alnTbl OT BPEAOHOCHbIX NporpaMmm:
1. Nicnonb3yin cOBpeMEHHbIe OnepaLyoOHHbIE CUCTEMbI, UMEKLLME CEPbE3HbIN YPOBEHb
3alnTbl OT BPEAOHOCHbLIX Mporpamm;
2. MNMocTosiHHO ycTaHaenuean nadtv (UMQpPoBbIE 3annaTky, KOTOpble aBTOMaTU4EeCKu
yCTaHaBnMMBalTCA C Uenbkd AopaboTkm nporpammbl) U apyrue OOHOBMEHUS CBOEW
onepaunoHHon cuctembl. CkaunmBam ux TonbKo ¢ ocuumansHoro canta paspabortynka
OC. Ecnu cywiecTByeT pexum aBTomaTtnyeckoro 06HOBNEHUS, BKITKOYN €ro;
3. Pabotan Ha cBoEM KOMMbIOTEPE NMOA NpaBamu Nonb3oBaTtens, a He agMuHUCTpartopa.
3JTO He No3BONUT BOMbLUMHCTBY BPEAOHOCHbLIX NPOrpaMM MHCTaNIMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE MPOrpaMMHbIe NPOAYKTbI M3BECTHbLIX Npou3sBoauTenen, c
aBTomMaTuyeckum obHosneHvem 6as;
5. OrpaHnyb uU3n4eckuin 4OCTYN K KOMMAbKOTEPY AMS NOCTOPOHHUX NNLL;
6. icnonb3yn BHeLUHWE HOCUTeNn HopMauuu, Takne Kak dneLuxka, Auck unu ann mns
WHTEpHeTa, TONMbKO U3 NPOBEPEHHbLIX UCTOYHWUKOB,
7. He oTkpblBa koMnbloTEpHble (hannbl, NOMyYeHHbIE U3 HEeHaOeXHbIX WUCTOYHUKOB.
[axe Te channel, KOTOpbIE NpUcnan TBOW 3HAaKOMbIW. Jlyylle YTOYHM Y Hero, oTnpasnsn
nu oH Tebe nx.
Cetn WI-FI
Wi-Fi - aT0 HEe Bua nepefaunm AaHHbIX, HE TEXHOMOrus, a Bcero nuwb Bpena, mapka.
Euwe B 1991 rogy HuaepnaHackas komnaHusa 3apeructpupoeana dpeng "WECA", yto
obosHavano cnosocodetaHne "Wireless Fidelity", koTopbii nepeBoauTcs  Kak
"GecnpoBoagHast TOYHOCTL".
[o Hawero BpemeHu powna papyras abbpesuatypa, KOTopas SIBMSAETCH TaKoW Xe
TexHonornen. 31o abbpesnarypa "Wi-Fi". Takoe HazBaHue 6blno 4aHO C HAMEKOM Ha
CTaHZ4apT BbiCLUEW 3BYKOBOW TexHuWkM Hi-Fi, 4yTO B nepeBoge o3HayaeT "BbiCOKas
TOYHOCTB".
[a, GecnnatHbI UHTEPHET-AOCTYN B Kade, oTensax u aaponoprax ABMASEeTCA OTAUYHON
BO3MOXHOCTbK) BbIXoAa B MWHTEpPHET. HO MHOrMe 3KCnepTbl CYUTAKT, YTO
obwepnoctynHble Wi-Fi cetn He siBnsitoTcs 6e3onacHbIMU.
CoseTbl no 6e3onacHocT paboTel B 06weaocTynHbix cetax Wi-fi:
1. He nepepaBan cBoOw nuuHylo uHgopmauuio vepes obuwenoctynHele Wi-Fi cetwn.
PaboTtas B HuX, )XenaTenbHO He BBOAWTbL Naponun A0CTyna, NOrMHbl U Kakne-To Homepa;



2. Vicnonb3yin n o6HOBNSIM aHTUBUPYCHbIE NporpaMmbl U BpaHamayep. Tem cambiM Tbl
obesonacuiub cebsi OT 3akayku BUpyca Ha TBOe YCTPONCTBO;

3. Mpu wucnonb3oBaHum Wi-Fi otknoum cyHkuuio "O6wnn goctyn K davnam u
npuHtepam". [laHHas yHKUMS 3akpbiTa MO0 YMOMN4YaHWKD, OAHAKO HeKkoTopble
nonb3oBaTenu akTUBMPYIOT ee Ans yaobcTea ncnonb3oBaHus B pabote unu yvebe;

4. He wncnonb3yn nybnuunbin WI-FI ans nepegayn nuyHbIX AaHHbIX, Hanpuvep Ans
BbIX04a B coumanbHble CeTU NN B ANEKTPOHHYIO NOYTY;

5. Vicnonb3yy TONbKO 3awuuieHHoe coeauHeHue yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM uMeHHO "https://";

6. B MobunbHomM TenedoHe oTknoum dyHkumio "MoagkntodeHue kK Wi-Fi aBTomaTtudeckn”.
He ponyckan aBTomatuyeckoro nogknwyveHus yctponctea k cetam Wi-Fi 6e3 TtBoero
cornacus.

CouuanbHble cetu

CoumanbHble ceTu akTUBHO BXOAAT B HaLLy XW3Hb, MHOrMe ntoan paboTaloT U XUBYT
TaM NOCTOSHHO, a B Facebook yxe 3apernctpupoBaH mMunnuapa 4YenoBek, YTo ABNAeTCs
OAHOW ceObMOW BCex XuTenewn nnaHetbl. MHorMe nonb3oBaTenu He MOHUMAOT, YTO
MHoOpMauns, pasMmelleHHas UMW B couMnanbHbIX ceTsX, MOXeT ObiTb HanaeHa w
ncnonb3oBaHa KeM yrogHo, B TOM Yucrne He obasarensHo ¢ bnarumm HamepeHuamu.
OcHoBHble coBeTbl N0 6e30NacHOCTU B coLManbHbIX CETAX:

1. OrpaHudb cnucok apysen. Y 1ebs B Apy3bsiXx He AO0MKHO ObiTb CrnyvanHbIX W
He3HaKoMbIX NMoaeu;

2. 3awmuan cBoK YacTHyK Xu3Hb. He ykasbiBan naponu, TenedoHsbl, agpeca, nary
TBOEr0 POXOEHUS U  OPYryw IUYHYH WHpopMauuo. 3M0YMbILUNIEHHUKA  MOryT
nucnonb3oBatb Aaxe WHGOpMauMl O TOM, Kak Tbl U TBOW poauTenu nnaHupyete
NPOBECTU KaHUKYIbI;

3. 3awumwan ceoto penyTauumio - 4epXxu ee B YACTOTe U 3afasan cebe Bonpoc: xoTten Obl
Tbl, YTOObI Apyrve nonb3oBaTeny BUAENW, YTO Thl 3arpyxaews? Nogyman, npexae yem
4YTO-TO ONyBnuKoBaTb, HaNUcaTb U 3arpyanTsb;

4. Ecnv Tbl roBopuLlb C NOABMW, KOTOPbIX HE 3Haellb, He UCNOoNb3yh CBOE peanbHoe
UMS 1 OPYTYIO NMUYHYI0 MHPOPMAaLIUMK: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;
5. N3beran pasmelleHus dotorpacdun B IHTEpHeTe, rae Thl n3obpaxeH Ha MECTHOCTH,
MO KOTOPOW MOXHO ONpeaenvTb TBOE MECTOMONOXEHE,;

6. Mpwu pernctpauun B counanbHON ceTn HeoBXoaNUMO MUCNONb30BaTh COXHbLIE Naponu,
cocTosiLme 13 Byks 1 unp 1 ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ansa counanbHOW CeTn, NoYTbl U APYrMx canToB HeOBXoAMMO MUCMONb30BaTh PasHble
naponu. Toraa ecnu Tebs B3nOMaloT, TO 3M0YMbILLNAEHHUKA NoAyYaT AOCTYN TONbKO K
O[JHOMY MEcCTY, a He BO BCe cpaay.

OnNeKTPOHHbLIE AEHLMN

OneKTpOHHbIE AeHbIM - 3TO O4YeHb YAOOHbIM cnocob nnaTtexewn, O4HaKO CyLLEeCTBYHOT
MOLLEHHWKWN, KOTOPbIE€ XOTAT MNOMY4YUTb 3TN OEHbIN.

OnNeKTPOHHbIE AeHbIMN MOABUINCH COBCEM HEAAaBHO U MMEHHO M3-3a 3TOr0 BO MHOTUX
rocygapcTeax 0 CUX NOp He NPONUCaHO NPO HUX B 3aKOHaXxX.

B Poccuu xe oHu hyHKLUMOHUPYIOT U O HUX YXKe NPONUCaHo B 3aKOHe, rae Ux pasgensor
Ha HEeCKONbKO BUAOB - aHOHUMHbIE U HE aHOHMMHbIE. PasHuua B TOM, YTO aHOHUMHbIE -
3TO Te, B KOTOpbIX paspeliaeTcs npoBoauTb onepaumm 6e3 wnaeHTudgukauum
nonb3oBaTtenss, a B HEaHOHWUMHbIX uaeHTUdMKaumMa nonb3oBaTens SABMNsSeTcs
obsazaTtensHON.

Tawke cnegyeT pasnuyaTb 3NEKTPOHHbIE huaTHble AeHbrM (paBHblI rOCyaAapCTBEHHbLIM
BanTam) 1 aneKTPOoHHbIe HehuaTHbIe AeHbrM (He paBHbl rOCYAapCTBEHHbIM BanoTam).
OcHoBHble coBeTbl Mo 6e30nacHon paboTe € ANeKTPOHHLIMU AeHbramMu:



1. MpuBsxkn K cyeTy MobunbHbii TenedoH. 3To camblh YA0OHbLIN U BbICTPbLIN cnocob
BOCCTaAHOBUTbL AOCTYN K cyeTy. MpuBsa3aHHbIi TenedoH NOMOXeT, ecnu 3abyaellb CBON
NNaTeXxHbll Naponb UK 3anaellb Ha CanuT C HE3HAKOMOro YCTPONCTBA;

2. Vicnonb3yn ogHopasoBble naponu. locne nepexofa Ha YCUMEHHYK aBTopu3auuio
Tebe yxe He ByaeT yrpoxaTb ONacHOCTb KpaXu unu nepexsarta nnaTexHoro napons;

3. Bbibepu cnoxHbii naponb. [lpectynHukam OGyaeT He NpOCTO yragaTtb CROXHbIV
naponb. HagexHble naponu - 3T0 Naponu, KOTopble coaepXaT He MeHee 8 3HaKoB U
BKITHOYAOT B cebsi CTpPOYHbIe M nMponucHble OykBbl, LMGPLl U HECKONBbKO CUMBOJIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtesnbHbI 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAW CBOM NUYHbIE JaHHbIE HA canTax, KOTOPbIM HEe AoBepseLlb.

OnekTpoHHas noyta

OneKkTpoHHasi noYTa - 3T0 TEXHOMNOIUS U NPeaoCcTaBnsAeMble el yCnyrv nNo nepecobisnke u
NOMYYEHUID 3NEKTPOHHbLIX COODLLUEHWIA, KOTOpble pacnpeaensitoTca B KOMMbIOTEPHOW
cet. OBbIMHO 3NEKTPOHHbIN MOYTOBbLIA SALMK BbIMAAUT cneaylowmMm obpasom:
UMS_Nonb3oBaTens@uvsa_AoMeHa. Takke Kpome nepegayun npocToro Tekcta, MMeeTcs
BO3MOXHOCTb NepeaasaTth hansoi.

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ 3neKTPOHHOW MOYTON:

1. Hapo BbIBpaTth NpaBunbHbIA NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrpOMHbIV BbIOOD
BGecnnaTHbIX NOYTOBLIX CEPBMCOB, OAHAKO Nydlle AOBEPATb TEM, KOro 3Haellb W KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NMYHON noyTe NUYHy0 nHdopmauui. Hanpumep, nydwe Bbibpatb
"My3blkanbHbI_aHat@" unu "pok2013" BmecTo "tema13";

3. Ucnonbayn aByxaTtanHy aBTopusaumio. JTO Korga NnoMMMO Naponst HY)XKHO BBOAUTL
ko4, npucbinaembli no SMS;

4. Bbibepu CnoxHblin naponb. [ns Kaxaoro noYToBOro silMka AoSkeH ObiTb CBOWM
HaOeXHbI, YCTONYMBbLIN K B3NTIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HarnucaTb CamMOMy CBOW SIMYHLIW BOMPOC, UCNOMb3yW 3Ty
BO3MOXHOCTb;

6. Vcnonb3yn HEeCKONMbKO MNOYTOBLIX SAWMKOB. [lepBbld ANs YaCTHOW NEpenuckun c
agpecatamv, KOTOpbIM Thbl [JOBepsiellb. JTO 3MeKTPOHHbLI agpec He Hago
MCNoNb30BaTh NPY perncTpaumm Ha hopymax u cantax;

7. He oTkpbiBan hannbl U Apyrue BOXEHWUSA B NMUCbMax, JaXe ecrnv OHW Mpuwnu ot
TBOMX Apy3en. Jlydle yTo4HM Y HUX, OTNpaBnsnv nu oHn Tebe atu dannsi;

8. lMNocne okoH4yaHus paboTbl Ha NOYTOBOM CepBUCE Mepen 3akpbiTUeM BKMagku C
canTom He 3abyab HaxaTb Ha "BbinTtin".

KnbepbynnuHr unu suptyanbHoe n3gesaTenbCcTBo

KubepbynnuHur - npecnegoBaHne coobLlieHusiMi, coaepXalmmm  ockopbneHus,
arpeccuio, 3anyrmBaHue; XynuraHcTeO; couuanbHoe OOMKOTUpOBaHWE C MOMOLLbBIO
pasnn4YHbIX MHTEPHET-CEPBUCOB,

OcHoBHble coBeTbl Mo 6opbbe ¢ kmbepbynnuHrom:

1. He 6pocaiicsa B 6ou. Jlyqwmin cnocob: nocoBeToBaTbCs Kak cebs BeCTU WU, ecnu HeT
TOro, K KOMy MOXXHO 06paTuUTLCS, TO BHa4ane ycnokoutbcs. Ecnuv Tbl HayHelwb oTBeYaTb
ockopbrneHnaMmn Ha ockopbneHus, To TONbKO eLle Bonblue pasoxokeLlb KOH(MNKT;

2. Ynpaensiv cBoeun knbeppenyTtauuen;

3. AHOHMMHOCTb B ceTn MHuMasi. CyLlecTBYKT Crnocobbl BbISICHUTL, KTO CTOWT 3a
aHOHWMHbIM aKKayHTOM,;

4. He cTtouT BeCTu XynuraHckuin obpas BupTyanbHOM Xu3Hu. IHTepHeT oukcupyeT Bce
TBOW AENCTBUS U COXpaHSeT ux. YaanuTb ux 6yaeTt kpanHe 3aTpyaHUTENbHO;

5. Cobniofan cBo BUPTYanbHY YeCTb CMOSoAY;

6. UrHopupyn eguHnyHbin Heratus. OaHopasoBble ockopbutenbHbie coobLeHns ny4ye
urHopuposaTtb. OBbIYHO arpeccusi npekpaLlaeTcs Ha HavanbHON CTaauu;



7. ban arpeccopa. B nporpammax ofbmeHa MrHOBeHHbIMM COOOLIEHUAMKN, B
coumarnbHbiX CeTAX eCcTb BO3MOXHOCTb OnNOKMpOBKM OTMpaBku COOBWEeHuAn C
onpeaeneHHbiX agpecos;

8. Ecnu TblI cBupgetenb kubepbynnuHra. TBoM [OENCTBURA: BbICTYNUTbL MNPOTUB
npecnefosarens, nokasatb €My, 4YTO €ero [AeWCTBUS OLEHWBAKTCA HeraTuBHO,
noaaepXartb XepTBY, KOTOPOW HYXXHa Ncuxonormyeckas noMmollb, coobWmMTbL B3POCNbIM
0 pakTe arpeccuBHOro NoBeAeHUs B CETw.

MobunbHbi TenedgoH

CoBpemeHHble CcMapT(OHbl M NnaHweTbl cogepxaTr B cebGe BMNOMHe B3POCIbIN
(oyHKUMOHAn, 1 Tenepb OHNU MOTYT KOHKYPUPOBATb CO CTALMOHAPHBIMU KOMMbIOTEPaMW.
OpHako, cpeacTs 3awmTbl Ans NoAobHbIX YCTPOUCTB Noka O4eHb Mano. TecTupoBaHue
N NOUCK YA3BUMOCTEN B HUX NPOUCXOAUT He Tak MHTEHCUBHO, Kak anga MK, To xe camoe
KacaeTcs 1 MOBUIbHbBIX MPUNOXEHUN.

CoBpemeHHble MOBubHbIE Bpay3epbl Y)Ke NPakTUYeckn JOrHany HacTosfbHbIe aHanoru,
OlHaKo paclmpeHne pyHKUuMoHana Bneyet 3a cobor 60NbLUYK CIIOXHOCTb U MEHbLUYH
3aLUULLIEHHOCTb.

[aneko He Bce Npou3BOAUTENN BbINYCKalT OOHOBNEHUS, 3aKpbiBaloLLMe KpUTUYEcKue
YSA3BUMOCTU AN CBOUX YCTPOMUCTB.

OcHoBHble coBeTbl Ana 6ezonacHoCT MOBUNbHOro Tenedoxa:

Huyero He aBnsieTcs no-HactoswemMy becnnatHbiM. Byab ocTopoxeH, Begp korga tebe
npepnaraloT 6ecnnartHbIi KOHTEHT, B HEM MOryT ObiTb CKpPbITbl Kakue-To nnaTHble
yCnyru;

Oyman, npexge 4yem otnpaButse SMS, doTto nnu Bugeo. Tbl TOYHO 3Haellb, rAe OHKU
ByayT B KOHEYHOM UTOre?

Heobxoanmo o6HOBNATL ONepauMoHHY CUCTEMY TBOEro CMapTdoHa;

Mcnonk3ayn aHTUBUPYCHbIE NporpaMmmbl Ans MOBUIbHbIX TENegOHOB;

He 3arpyxan npunoxeHus OT HEM3BECTHOrO MCTOYHMKA, Bedb OHW MOryT coaepXaTb
BpeOOHOCHOE nporpaMmmHoe obecneyeHue;

Mocne TOro Kak Tbl BblAElWb C cawuTa, rae BBOAWM NUYHYK MHOpPMauUio, 3anaun B
HacTponku bpaysepa v yaanu cookies;

Mepuoanyeckn NpoBepsit, Kakue nnaTHble YCrnyrn akTMBUpOBaHbl Ha TBOEM HOMeEpE;
[aBan cBor Homep MobunbHOro TenedoHa TONbKO NAAM, KOTOPbIX Thl 3HaELb U KOMY
Aosepsellb;

Bluetooth gomkeH BbITh BbIKNIOYEH, KOraa Thl UM He nonb3yewbes. He 3abbiBan nHorga
NPOBEpPSATb 3TO.

Online urpbl

CoBpeMeHHble OHMaMH-Urpbl - 3TO Kpaco4Hble, 3axBaTbiBawLiMe pa3BrevyeHus,
obbeanHsoWmME COTHU ThICSY YernoBeK No BCemy Mupy. Irpoku uccnenyoT AaHHbIA UM
Mup, obwarTca Apyr C OPYrom, BbINOMHAKT 3a4aHUsA, CPpaXarTCa C MOHCTpamMu u
nonyyawT onbIT. 3a yAOBOMbCTBME OHW MNATAT: MNOKYyNawT AUCK, OnnadnBaroT
aboHemeHT nnu npuobpeTaroT Kaknue-To onuumu.

Bce atu cpeactBa vMayT Ha nopdep)KaHve W pasBUTUE UMPbl, @ Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYKTCS CUCTEMbI aBTOPU3aLIMK, BbINyCKalOTCA HOBbIE NaTyu
(undpoBble 3annaTkm 4nsa NporpamMm), 3akpbiBarTCH YA3BUMOCTU CEPBEPOB.

B nogobHbIX urpax CTOUT onacatbCsl HE CTOSMIbKO CBOUX COMEPHUKOB, CKOMBbKO Kpaxu
TBOEro Naporns, Ha KOTOPOM OCHOBaHa cucTemMa aBTopu3auuy 6onbLIVHCTBA Urp.
OcHoBHble coBeTbl N0 6e30NacHOCTM TBOErO UrPOBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unu cosgaet tebe HenpuaTHOCTU, 3ab6nokupyn
€ro B CNUCKe UrpoKOB;

2. lNoxanynMcs agMuHUCTpaTopaMm Wrpbl Ha MMOXoe MOBedEeHWe 3TOro WUrpoka,
XenaTenobHO NPUNOXUTb Kakme-To AoKa3aTenbCcTBa B BUAE CKPUHOB;

3. He ykasblBan NnU4Hy0 MHOpMaUuo B Nnpodanne urpsbl;



4. YBaxaw Apyrux y4acTHUKOB Mo Urpe;

5. He yctaHasnuean HeodumumanbHble NaTtin n moapl;

6. icnonb3yn CnoXxHble U pasHble naponu,

7. Jaxe BO Bpems urpbl He CTOMUT OTKMOYaTb aHTueupyc. lNoka Tbl urpaellb, TBOW
KOMMbIOTEP MOTYT 3apasuThb.

DULWNHT UK Kpaxka NUYHBbIX AaHHbIX

OObI4HOM Kpaxen AOeHer U OOKYMEHTOB CErofHsl Y)Xe€ HWUKOro He yAuMBUWb, HO C
pasBUTUEM WHTEPHET-TEXHOMOMMN 3MOYMbILNEHHUKU NEePeMeCcTUnuCb B WHTEPHET, U
nNpoAomKaT 3aHMMaTbes "nobumeiM” genom.

Tak nosiBUNach HoBasi yrpo3a: UHTEPHET-MOLIEHHNYECTBA NN (OULLIKHS, rMaBHas uenb
KOTOPOro COCTOMT B NOMyYeHUN KOHMAEHUManNbHbIX AaHHbIX NOMb30BaTeENEN - NIOMMHOB
n naponen. Ha aHrnuiickom a3bike phishing untaetcsa kak ouwmHr (ot fishing - peibHas
noens, password - napons).

OcHoBHble coBeTbl No 6opbbe ¢ puLnHrom:

1. Cnegn 3a cBoum akkayHToM. Ecnu Tbl nogo3peBaelub, YTO TBOS aHketa Obina
B3nomaHa, To Heobxoaumo 3abnokmpoBaTth ee U coobLUTb agMUHUCTpaTopam pecypca
06 3aTOM Kak MOXHO cKopee;

2. Ncnonb3yn 6esonacHble Beb-canTbl, B TOM Yucne, UHTEPHET-MarasmHoB U MOUCKOBBIX
cucTem;

3. Vicnonb3yi cnoXxHble U pasHble naponu. Takum obpasom, ecnv Tebsi B3anomMatoT, TO
3MOYMBILLSIEHHUKM MOMyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOMUIO B CETU, @ HE KO
BCEM;

4. Ecnn T1ebs B3nomanu, TO Heobxoaumo npegynpeauTb BCEX CBOWUX 3HAKOMbIX,
koTopble aobaeneHbl y Tebs B Apy3bsix, O TOM, 4YTOo Tebs B3nomann u, BO3MOXHO, OT
TBOEro uMeHu ByaeT pacchbinaTbCs cnam 1 CCbINIKM Ha (OULLIMHIOBbLIE CanThl;

5. YcraHoBu HagexHbl naponb (PIN) Ha MmobunbHbi Tenedon;

6. OTkNO4M coxpaHeHue napons B bpayaepe;

7. He oTkpbiBan dannbl U gpyrue BrOXEHUS B NMUCbMax, Aaxe eCcrivi OHW NpuLLnu oT
TBOMX Apy3ein. Jlydle yTO4HM Y HUX, OTNpaBnsnv nu oHn Tebe atu dannsl.

Uundposas penyrauyus

LincbpoBasn penytaumsi - aTo HeraTMBHasa Uy NO3MTUBHAA MHopMaums B ceTu o Tebe.
KomnpomeTtupyiowasa uHgpopmauus, pasmelleHHas B UHTEepPHETe, MOXET Cepbe3HbiM
obpa3om oTpasuTbCA Ha TBOeW peanbHom xu3Hu. "Liudpoas penytauus” - 310 TBOM
UMUK, KOTOpbI hbopMupyeTcs n3 nHpopmauun o Tebe B UHTEPHETE.

TBoe MeCTO XuTenbcTtBa, y4ebbl, TBOE (UHAHCOBOE MONOXeHne, O0COBeHHOCTH
xapakrepa n pacckasbl 0 65IM3KMX - BCe 3TO HaKanmMBaeTCs B CETH.

MHorue noapoCTKU NErkoMbICIIEHHO OTHOCATCA K nybnukaumm nu4Hom nHopmauum B
WHTepHeTe, He NOHMMasi BO3MOXHbIX NocneacTBui. Thbl faxe He CMOXellb Aoragarbes
0 TOM, YTO poTorpadus, pasmeLleHHas 5 net Hasaa, crtana NpPUYMHON OTKasa NPUHATL
Tebs Ha paborTy.

KommeHTapuu, pasmellenne TBoux doTtorpacmin u apyrme AOeucTBUSE MOryT He
MCYE3HYTb Aa)ke Mnocne TOoro, Kak Tbl UX yaanub. Tbl HE 3Haelb, KTO COXpaHun 3Ty
nHbopmaumio, nonana nNu oHa B MNOWUCKOBbIE CUCTEMbI U COXpaHUnacb NM OHa, a
rmaBHOE: YTO NoaymaloT O Tebe okpyxawlime nan, KoTopble HanagyT U yBUASAT 3TO.
Hantu nHdopmaumio MHOro neT cnyctsi cCMoXeT nobon - Kak M3 fobpbix nobyxaeHun,
Tak U C HamepeHWeM NPUYUHUTL Bped. ITO MOXET OblTb KTO YrOAHO.

OcHOoBHble COBETHI MO 3aLwuTe UnudpoBor penyTauuu:

1. Nogyman, npexae 4em 4To-TO NybnukoeBaTb M nepepasatbh y cebs B Grnore unu B
coumanbHon ceTu;

2. B HacTponkax npouns ycTaHOBU OrpaHUYeHuUst Ha NPOCMOTP TBOero npoduns n ero
COLEPXKUMOro, caenan ero Tonbko "Ansa apysen”;



3. He paamelian n He ykasbiBah MHpOpMaLMIO, KOTOpas MOXeT Koro-nmbo ockopbnsite
nunn obmxartb.
ABTOpPCKOE NpaBo
CoBpeMeHHble LUKOMbHUKM - akTUBHblE Monb3oBaTenu LUMEPOBOro MNpoCcTpaHCTBa.
OpHako Aaneko He BCe 3HaloT, YTO NOMb30BaHWE MHOTMMU BO3MOXHOCTSAMU LiMGPOBOro
Mupa TpebyeT cobnogeHna npas Ha MHTENNEeKTyanbHy COBCTBEHHOCTb.
TepMuH "wHTEnnekTyanbHas COBCTBEHHOCTL" OTHOCUTCA K pPasfnUyHbiM TBOPEHUSM
YEenoBEeYECKOro yMa, HauMHas C HOBbIX W300peTeHuMn u 3HaKkoB, 0003HaYalLnX
COBCTBEHHOCTb Ha MpOAYKTbI W YCNyrK, W 3akaHuyvBas KHuramu, oTorpadusimu,
KMHOMUNbMaMu 1 My3biKanbHbIMU NMPOU3BEAEHUSIMUA.
ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyl COGCTBEHHOCTb Ha Npou3BeaeHNs
HayKu, nuTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalOT B KayecTBe rapaHTum
TOrO, YTO UHTENNEKTYanbHbIN/TBOPYECKUA TPyA aBTopa He ByaeT HanpacHbIM, AacT emy
cnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbratax CBOero Tpyaa, MnonyyYuTb
N3BECTHOCTb U Npu3dHaHune. HukTo 6e3 paspelueHns aBTopa He MOXET BOCNPOU3BOAUTL
ero npoussBedeHue, pacnpocTpaHsaTb, MNybnMyHO AeMOHCTpUpoBaThb, npodasaTh,
MMNOPTUPOBaTb, MyckaTb B MpokaT, NybnMyHO WMCNONHATb, NOKa3biBATb/MCMOMHATL B
achupe unu pasmeLuatb B IHTepHeTe.
Mcnonb3oBaHue "nupartckoro” nporpammMmHoro obecneyeHns MOXeT NpUBEeCTU K MHOMUM
pUCKaM: OT NOTEpPMU AaHHbIX K TBOMM akkayHTam Ao GnokmpoBku TBOEro yCTPOWUCTBa, rae
yCTaHOBMeHa HeneranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble U 6ecnnartHble NPorpaMmbl, KOTOPbIE MOXHO HANUTU B CETW.
O noprane
CeteBnyok.pcp - TBOM rNaBHbLIAN COBETYMK B CeTW. 34eCb Tbl MOXElWb Yy3HaTb O
6e3onacHOCTM B CETM MOHSATHbIM W AOCTYNHbIM $3bIKOM, @ MNpU BO3HUKHOBEHUU
KpPUTUYECKON cUTyaumnmn obpatuTbCs 3a COBETOM. A TakkKe NPUHSATL y4acTue B KOHKypcax
M cTaTb caMbiM LMGPOBLIM rpaXxgaHnHoM!

MpunoxeHue N 3
NAMATKA OAnsa POOAUTENENA OB UHOOPMALIMOHHOW BEE30MNACHOCTU OETEN
OnpepeneHne TepmuHa "wHdoOpmauuoHHass BesonacHoCTb AeTten" COOAepXUTCA B
depepanbHoMm 3akoHe N 436-P3 "O sawwute geten OoT UMHGOpMaUUKU, NPUYUHAIOLLEN
Bped WX 340pOBbK M pPasBUTUIO", perynupyrowmm OTHOLIEHWUSA, CBA3aHHbIE C 3alluToun
aeten oT UHhopmaunn, NPUYUHSIOLLEN Bpes UX 340p0Bbi0 U (Mnu) pa3suTuio. CornacHo
AaHHOMY 3akoHy "MH(popmauuoHHass 6GesonacHocTb pJeten" - 3TO  COCTOSIHUE
3aLUULLEHHOCTU, MNPU  KOTOPOM OTCYTCTBYET PWUCK, CBS3AHHbIA C NPUYUHEHUEM
nHbopmaumnen Bpeda ux 300poBbH0 U (MNKM) hU3nYeckomMy, NCUXUYECKoMY, LYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-®3 wuHpopmaumen, npuunHSKOWEN Bpen
3[10pOBbLIO U (UNKN) Pa3BUTUIO AETEN, ABNAETCS:
1. nHdopmauumsA, 3anpeLleHHas ans pacnpocTpaHeHus cpeav aeTeun;
2. nHhopmaums, pacnpocTpaHeHne KOTOpon OrpaHUYeHo cpeau AeTen onpefeneHHbIX
BO3paCTHbIX KaTEropuiA.
3. K nHdpopmauum, 3anpeLteHHon Ansa pacnpocTpaHeHnsa cpean aeTen, OTHOCUTCA:
4. nHbopmaums, nobyxaarowas geTerd K COBEpLUEeHWUD AeUCTBUIA, NpeacTaBnsoLmx
Yyrpo3y WX XW3HW U (UnNn) 300POBLIO, B T.4. NPUYUHEHUIO Bpeaa CBOEMY 300POBbIO,
camoybuincray;
5. cnocobHOCTb BbI3BaTb Yy AETen XenaHwe ynoTpebuTb HapKoTUYecKue CpeacTBa,
NCUXOTPOMHBIE U (MNK) oaypMaHuBaloLWme BelecTsa, TabayHble n3aenus, ankoronbHyo
N CNUPTOCOAEPXKaLLYy NPOAYKUUIO, MUBO U HANUTKW, N3roTaBNnBaeMble Ha ero OCHOBE;
NPUHATL y4acTue B asapTHbIX urpax, 3aHMMaTbCsi NPOCTUTYUMen, GpoaskHUYEeCTBOM
NN NONPOLLIANHUYECTBOM;



6. obocHoBbiBawOWaAs WM onpaeablBalollas AOMNYyCTUMOCTb Hacunus U (unu)
Xectokoctn nnbo nobyxaawwas OCyLWeCTBNATb HaCUbCTBEHHbIE [AEeNCTBUS MO
OTHOLLEHMIO K NIOASM U XKUBOTHbIM;

7. oTpuualLlas ceMenHble LEeHHOCTM U (hOPMUPYIOLLAA HEeYBaXKEHUE K poauTensm u
(unn) opyrum YneHam cembh;

8. onpaeabiBatoLas NPOTUBONPABHOE NOBEAEHUE;

9. cogepxallan HeleHaypHyto BpaHsb;

10. cogepxallias nHpopmaumo nopHorpadryeckoro xapakrepa.

K nHcopmauum, pacnpoctpaHeHue KOTOPOW OrpaHuYeHo cpeaun AeTen onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1. wHcbopmauus, npeacTaBnaemas B BUAe M300paXkeHUs UM OnNmMCaHUs KECTOKOCTH,
du3n4eckoro u  (MNU)  NCUXMYECKOro  Hacunusl, NpPecTynfieHuss Wunm  UHOro
aHTMOBLEeCTBEHHOTO AENCTBUS;

2. Bbi3blBaOLIAn y OETel CTpax, yXKac WU NaHuKy, B TM. NpeacrtaBnsemasi B Buge
n300paxxeHnss UM ONUCaHWs B YHWKAIOLLEeNn 4YenoBeyYeckoe [AOCTOMHCTBO (opme
HeHacunbCTBEHHOW CMepTwn, 3abonesBaHusi, camoybuincTBa, HEc4YacTHOro cny4as,
aBapumn unn katactpodsl 1 (MNKU) X NOCNEeACTBUN;

3. npeacrtaensemas B Buae U3o0OpakeHUsi Unm onucaHus NonoBbIX OTHOLUEHUI MeXay
MY>XYUHOW U XKEHLLMHON,

4. copepxawas OpaHHble CrnoBa W BblpaXeHWsi, HE OTHOCSLUMECH K HeLeH3ypHOW
BpaHu.

C y4yeTtom atoro Bam npegnaratotcs npasuna pabotbl B ceT VIHTepHeT Ansi pa3nnyHbIX
BO3pPaCTHbIX KaTeropumn, cobnoaeHne KOTOPbIX No3BONUT obecneuntb
MHopMaLUNOHHYI Be3onacHOCTb BalLMX AeTeun.

O6wue npasuna ans pogutenemn

1. HeszaBucumo ot Bo3pacta pebeHka wucnonb3ynTe nporpamMmHoe obecneveHue,
nomoratwuiee UNLTPOBaTb U KOHTPONMPOBaTb MHGOPMAaUMKD, HO He nonaranTecb
NOMHOCTLIO Ha Hero. Balwe BHMMaHue K pebeHKy - rmaBHbI METOA 3aLUUThI.

2. Ecnn Baw pebeHok nmeeT akkayHT Ha OAHOM 13 couumanbHbix cepsucos (LiveJournal,
blogs.mail.ru, vkontakte.ru wn T.n.), BHUMaTENbHO WU3y4nUTe, KaKyl WHGOPMALMIO
NOMELLAIOT ero y4acTHUKM B cBomx npocunsax m Gnorax, Bknoyas cotorpacdumn u
BUAEO.

3. MNpoBepbTe, C KakuMu OPYrMMU canTamym CBsi3aH coumanbHbii cepBuc Balero
pebeHka. CrtpaHudykn Bawero pebeHka MoryT 6biTb 6e3onacHbiMU, HO MOryT W
coAepXaTb CCbINIKM Ha HeXenaTtenbHble U onacHble canTbl (Hanpumep, NOPHOCANT, Unu
CaunT, Ha KOTOPOM Apyr ynoMuHaeT HoMep coToBoro TenedpoHa Bawero pebeHka mnu
Baw gomaluHuin agpec)

4. Moowpsante Bawwnx geten coobuiate 060 BCEM CTPAHHOM UMK OTTankUBarLWeM n He
CNULLKOM OCTPO pearupyvTe, Koraa OHW 3TO genatoT (U3-3a onaceHust NoTepsitb 4OCTYN
K VIHTEepHeTy AeTn He roBOpAT poauTensM O npobnemax, a Takke MOryT HayaTtb
ncnonb3oBaTtb IHTEpHET BHE AOMa W LUKOMbI).

5. ByapTe B Kypce ceTeBov Xu3Hu Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bs B
MHTepHeT Tak e, kak UHTepecyeTech peanbHbIMU APY3bAMN.

BospacTt ot 7 fo 8 nert

B WHTepHeTe pebGeHok cTtapaeTcs NOCeTUTb T€ UK UHbIE CaiTbl, @ BO3MOXHO U YaThbl,
paspelleHne Ha MnocelleHne KOTopbiIX OH He nonyyun Obl OoT poautenen. [loatomy
pogutensm ocobeHHO none3Hbl OyayT Te OT4eTbl, KOTOpble NpPeaoCTaBnsAlTCA
nporpaMmamMu MO OrpaHUYeHuto ucnonb3oBaHua WIHTepHeTa, T.e. Poautensckuin
KOHTPONb MK TO, YTO Bbl CMOXETe YBUOETb BO BpeMEHHbIX hannax. B pesynbraTe, y
pebeHka He OydeT OWyLeHWUs, YTO 3a HUM BeOeTcsi MOCTOSIHHbIA KOHTPOIb, OAHaKo,
poauTenu ByayT no-npexHemy 3HaTb, Kakue cauTbl nocewaet ux pebeHok. [etn B
AaHHOM Bo3pacTe obnagalT CunbHbIM YyBCTBOM CEMbW, OHU [OBEPYMBLI U He



comHeBatoTcs B astoputetax. OHu nobsaT urpatb B CETEBbIE UrPbl U NyTeLecTBOBaTh
no WHTepHeTy, MCMonb3ys 3MNEKTPOHHYID NOYTY, 3axOAuTb Ha CalTbl U 4YaTbl, He
peKOMeHA0BaHHbIE POAUTENSIMUA.

Cosertbl nNo 6e3onacHocT B ceTu MIHTepHeT ans geten 7 - 8 net

1. Co3ganTe cnMCOK AOMaLUHUX NpaBun noceleHnss MHTepHeTa npu y4actum geten u
TpebyWTe ero BbiNoSIHEHUS.

2. Tpebynte ot Bawero pebeHka cobniogeHUs BpPEMEHHbIX HOPM HaxoXOAeHus 3a
koMmnbtoTepom. MNMokaxunte pebeHky, 4To Bl HabnogaeTe 3a HUM He noTomy 4To Bam ato
xo4yeTcs, a notomy 4to Bbl Becrnokoutech 0 ero 6e3onacHOCTU U Bceraa rotoBbl emy
NMoMOYb.

3. KomnbloTep ¢ noakntoyYeHnem K MIHTepHeTy OOMmKeH HaxoauTbcs B obulen komHarte
nog NPUCMOTPOM poanuTenen.

4. cnonb3ynTe cneunanbHble eTcKue NoMCKOBbIE MaLUMHbI.

5. VicnonbayiTte cpeacTea 6NokMpoBaHUS HeXenaTenbHOro KOHTEHTa Kak AonosiHeHne K
cTaHgapTHoMy PoauTensCKoMy KOHTPOSHO.

6. CospaiTe ceMenHblll JNEeKTPOHHbIN SAWKMK, YTOObl He MNO3BONUTL AETSM UMEeTb
cobCcTBEHHbIE aapeca.

7. Bbnokupynte pgoctyn Kk cantam c becnnaTHbIMU MOYTOBBIMU SALMKAMWU C MOMOLLIO
COOTBETCTBYHOLLEro NporpaMmMHoro obecneyeHus.

8. lpuyunte peten coseToBaTbCcss ¢ Bamu nepen onybnukoBaHuem kakow-nvbo
nHopmMauun CpeacTBamMn 3NEKTPOHHOW MOYThbl, 4aTOB, PErncTpaumoHHbIX (OpM W
npocunen.

9. Hayuute peten He 3arpyxaTb paunbl, nporpammbl unv My3blky 6e3 Baluero
cornacus.

10. He paspewante pAetaM WUCNoNb3oBaTb CNYXObl MrHoBeHHOro obmeHa
coobLieHnsMu.

11. B "6enbin" cnucok canToB, pa3peLLeHHbIX ANs NOoCeLleHUs, BHOCUTE TONbKO CarTbl C
XopoLuen penyrauuen.

12. He 3abbiBainTte 6ecenosatb ¢ AeTtbMu 06 ux Apy3bax B UHTepHeTe, kak ecnv Obl
peyb LWna o0 ApY3bsX B peanbHOW XU3HHN.

13. He penante "taby" 13 BonpoCcoOB NOMOBOW XWU3HWU, Tak Kak B VIHTepHeTe AeTn moryT
Nerko HaTKHYTbCS Ha NopHorpadguio unu canTel "Ans B3poChbIX".

14. Mpuyunte Bawero pebeHka coobuwate Bam O NOObLIX yrpo3ax unuM Tpesorax,
cBsi3aHHbIX ¢ IHTepHeToM. OcTaBanTecb CMNOKOMHBbIMW U HAanOMHUTE OETAM, YTO OHU B
Ge3onacHOCTK, ecnu camu pacckasanu Bam O CBOuX TpeBorax. [loxBanute ux u
NOCOBETYNTE NOAONTU eLle pa3 B NoAobHbIX criydasx.

BoapacTt geten ot 9 go 12 ner

B naHHoM BO3pacTe feTw, Kak NpaBuro, yXe HacnbilwaHbl 0 TOM, Kakas uHpopmauus
cywecteyetr B MHTepHeTe. CoBepleHHO HOpManbHO, YTO OHW XOTHAT 3TO YBUAETb,
npoyecTb, ycnbiwaTtb. [1py 3TOM HY)XHO MOMHUTbL, YTO AOCTYN K HexenatenbHbIM
maTtepuanam MOXHO nerko 3abnokupoBaTb nNpu nomowm cpeacte Poautensckoro
KOHTpOSS.

Cosertbl no 6e3onacHocTn Ansa geten ot 9 Ao 12 net

1. Cospgante cnUCOK AOMalLHUX npasBun noceweHns WHTepHeT npu ydyactum geten u
TpebynTe ero BbINOMHEHWS.

2. Tpebynte ot Bawwero pebeHka cobnogeHus HOpM HaxoXaeHUsi 3a KOMMNbIOTEPOM.

3. Habnwpgante 3a pebeHkom npu paboTe 3a KOMMbTEPOM, MOKaXxute emy, 4To Bbl
BecnokouTech 0 ero 6e3onacHOCTU U BCeraa rotoBbl 0kas3aTb eMy NOMOLLb.

4. KomnbloTep ¢ nogknoyeHmem B VHTepHeT Oo/mkeH HaxoauTbea B obLlien komHate
noA NPMCMOTPOM poanuTenemn.

5. Ucnonbayiite cpeactea BNoKMpoBaHns HeXenaTenbHOro KOHTEHTa Kak 4OMNOSIHEHNE K
cTaHgapTHoMy PoauTensCKoMy KOHTPOSHO.



6. He 3abbiBanTe npuHMMaTb HENOCPEACTBEHHOE Yy4yacTue B XKU3HU pebeHka,
becenosath € AeTbMK 06 ux apy3bsix B IHTepHeTe.

7. HactamBanTte, 4ToObl €TV HUKOrAA HE cornalianncb Ha NUYHbIe BCTPEYU C APpY3bAMU
no NHTepHeTy.

8. lNosBonanTte geTsM 3axoguTb TOMbKO Ha canTbl M3 "Genoro" cnucka, KOTOpbIv
co3ganTe BMECTe C HUMW.

9. lpuyynTte peter HUKOrAa He BblaaBaTb NUYHYD WHOpMauuio cpeacTeamu
9NEKTPOHHOW  MOYTbl, 4aToB, CUCTEM MrHOBEHHOrOo OOMeHa coobLeHnsiMu,
PEerncTpaunoHHbIX OpM, NUYHBIX Npodunerdn U Npu perncTpaumm Ha KOHKypChbl B
MHTepHeTe.

10. Mpuyunte geten He 3arpyxaTtb nporpammbl 6e3 Bawero paspeweHus. ObbsicHuTe
UM, YTO OHW MOrYyT CNy4YyalHO 3arpy3avTb BUPYCbl UMW [ApPYroe HexenaTtenoHoe
nporpammHoe obecneveHne.

11. Cospante Bawemy pebeHKy OrpaHuW4eHHyl0 y4YeTHylo 3anucb Ans pabotbl Ha
KOMMbLOTEPE.

12. TMpuyunte Bawero pebeHka coobuwatb Bam O NbBbLIX yrpo3ax unuM Tpesorax,
cBsi3aHHbIX ¢ WHTepHeToM. HanomHuTe aetam, 4to oHM B 6e30macHOCTM, ecrniv camu
pacckasanu BamMm O CBOMX TPEBOrax v ornaceHusix.

13. Pacckaxute getam o nopHorpadgum B IHTepHeTe.

14. HacrtauBante Ha TOM, 4TODObl O€TW nNpegocTaBnsAnNM Bam AOCTYN K CBOew
3NEeKTPOHHOW noyTe, YTobbl Bbl YOeaunuck, YTo OHU He obLalTcst ¢ He3HaKoMLUaMu.

15. O6bsicHute p[getsaM, YTO Henb3s WCMNONb3oBaTb CeTb ANA  XyNWUraHcTea,
pacnpocTpaHeHus CNneTeH unm yrpos.

Bospact geten ot 13 oo 17 net

B aTom BO3pacte nNoApOCTKM akTUBHO WCMOSMb3YHOT MOUCKOBbLIE MaLLWHbLI, NOMNb3YHTCH
3MNEeKTPOHHON NOYTOW, cnyx6amu MrHoBeHHOro obmeHa CcooOLeHUAMKM, CKavuBaloT
My3blKy U (bunbMbl. Mane4umkam B 3TOM Bo3pacTe Oonblie rno HpaBy CMeTaTb Bce
OrpaHU4eHusi, OHU XaxayT rpyboro roMopa, asapTHbIX Urp, KApTUHOK "Ansi B3poChnbIX".
[eBouykn npegnouynTaldT obwartbca B 4artax, nNpu 3TOM OHW ropa3go 6Gonee
YYBCTBUTENbHbI K CEKCyanbHbIM AJOMOraTenscTeam B VIHTepHeTe.

3a4acTylo B JaHHOM BO3pacTe poauTeNnsM yxXe BeCbMa CMNOXHO KOHTPONMPOBaTb CBOUX
aeten, Tak kKak 06 MIHTepHeTe OHM yxe 3HalT 3Ha4nTenbHO 6onblue CBOMX poauTenen.
Tem He MeHee, He oTnyckanTe Aeten B "cBobogHoe nnasaHue" no WHTepHeTy.
CrapanTecb akTUBHO y4acTBoBaTb B 06LieHun pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnwopgate npasuna WHTtepHeT-Ge3onacHocTn -
cornaleHne mexay poautensmu n getemun. Kpome 1oro, He06xoanMmMo Kak MOXHO valle
npocmartpuBaTb OT4eTbl O AeATensHocTM aeten B MHTepHete. Cnepyetr obpatutb
BHMMaHMe Ha HeobXOAMMOCTb CcoAepXaHus poaUTeNnbCKUX naponen (naponen
agMMHUCTPATOPOB) B CTPOrOM CcekpeTe M 006paTuTb BHUMaHWE Ha CTPOrocTb 3TUX
naponeun.

Cosertbl No 6Ge3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 ner

1. CospanTte cnucok AdomMallHuX npasun nocewenns WHTepHeta npu  yvactuum
nogpocTkoB U Tpebynte 6e3ycnoBHOro ero BbinonHeHus. Obrosopute ¢ pebeHkom
CMUCOK 3anpelyeHHbix cantoB ("4epHbin cnucok"), 4Yackl paboTtbl B VIHTepHeTe,
PyKOBOACTBO No obLieHuto B VIHTepHeTe (B TOM 4ucrne B Yarax).

2. KomnbloTep € nogknodeHnem K cetn VIHTepHeT AO0fmKeH HaxoauTbcs B obuien
KOMHarTe.

3. He 3abbiBante 6eceposatb ¢ AeTbMKU 06 UX Apy3bsix B VIHTEpHETE, O TOM, YeM OHU
3aHATbI Takum 0bpasom, ByaTo peyb uaeT o Apy3bsX B peanbHoun XusHu. CnpaluvsaiTe
0 ngsax, ¢ KoTopbiMu AeTu obujaloTcs nocpeacTtBoM cnyx6 MrHoBeHHoro obmeHa
coobueHnamu, YTobbl yoeanTbCs, YTO 3TV NAN UM 3HAKOMBI.



4. Vicnonb3ynte cpeactBa BNOKMpOBaHUA HexenaTenbHOro KOHTEHTa Kak AOoMONHEeHne K
cTaHgapTHoMy PoauTensCcKomy KOHTPOSHO.

5. HeobxogMmo 3HaTb, Kakumu Yyatamu none3yttca Bawwu pgetu. [MoowpsauTte
MCNonb30BaHWe MOAEPMPYEMbIX YaTOB M HacTaumBaunTe, 4Tobbl AeTn He obwanuch B
NpUBaTHOM pexume.

6. HactamBante Ha ToM, 4TOBblI AETU HUKOr4a He BCTPEYanucb NUYHO C APY3bAMU U3
cetn VIHTepHer.

7. [Mpuyynte peten He BblgaBaTb CBOK JIMYHYKD WHGOpPMaUUIO CpeacTBaMu
9NEeKTPOHHOW  MOYTbl, 4aToB, CUCTEM MrHOBEHHOro oOmeHa CcoobLeHus MK,
PEerncTpaunoHHbix (opM, NUYHBIX MNpodunern u nNpu perncTpauum Ha KOHKYpPCbl B
MHTepHeTe.

8. Mpuyunte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspelweHus. ObbscHUTe
MM, 4YTO OHWM MOryT CNnyvyanlHO 3arpy3uTb BWUPYCbl WKW [pYyroe HexenarenbHoe
nporpammHoe obecneveHue.

9. lMpuyynte Bawero pebeHka coobwarte Bam 0 nbbiXx yrpo3ax unuv Tpesorax,
cBsi3aHHbIX ¢ WHTepHeToM. HanomHuTe aetam, 4to oHM B 6e30macHOCTM, ecnv camu
pacckasanu Bam, O CBOMX yrposax wnu Ttpesorax. [loxBanuTte MX W MOCOBETYWTE
NOAONTM eLle pa3 B NoA0BHbIX cryyasix.

10. Pacckaxute getam o nopHorpacgpum B MHTepHeTe. NMomMornte Mm 3alnTUTLCA OT
cnama. Hayuute nogpocTkoB He BblgaBatb B VIHTepHeTe CBOero peanbHOoro
3MNEeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTenbHble NUCbMa U UCMNONb30BaTb
cneyunarnbHble NoYTOBbIE PUMLTPbI.

11. MNMpuyunte cebs 3HaKOMUTLCA C CanTamMu, KOTOPbIE NOCeLLatoT NOAPOCTKMU.

12. Hayuute peten yBaxaTtb ApYrnx B UHTepHeTe. Ybeantecb, YTO OHW 3HAKOT O TOM,
YTO Npasuna XopoLlero NoBeAeHUst 4ENCTBYIOT Be3fe - aXe B BUPTyaribHOM MUpe.

13. ObbAcHMTE OeTaAM, 4TO HU B KOEM cryvae Henb3s ucnonb3oBate Cetb Ans
XynuraHcTBa, pacnpoCcTpaHeHUs CnieTeH Unn yrpo3 Apyrum noasm.

14. ObcyguTe ¢ nogpocTkamu NpobnemMbl CEeTEBbLIX a3apTHLIX UIP N UX BO3MOXHbIA PUCK.
HanomHuTe, YTO ATV He MOTYT UrpaThb B 3TV Urpbl COrMacHo 3aKOHY.

MocTtosiHHO KOHTponupywTe wucnonb3oBaHue WHTepHeta Bawwum pebeHkom! 3710 He
HapylleHue ero fIMYHOro NpOCTpaHCTBa, a Mepa NPeaoCTOPOXHOCTU U NpPOsiBNEHUe
Bawen poamtenbCckon OTBETCTBEHHOCTU U 3a60Thbl.
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